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Confidentiality and Consent

This paper is a brief guide to the difficulties encompassed in confidentiality and consent in relation to the use of medical records. By the very nature of it being a short paper it merely acts as a signpost to more extensive guidance.
Trust between doctor and patient is a vitally important aspect of medical practice. The GMC, rightly, places great emphasis on the principle of confidentiality and this is reflected in the common law.

In the UK today much of the personal medical data used by doctors in the care of their patients is retained in electronic form. This is stored in the GP practice system and in a variety of hospital systems. Strong and important rules of information governance and the law surround the control and use of that data. There are a number of people or bodies that monitor the governance of medical data. The Information Commissioner (IC) monitors the proper use and transfer of all electronic data and also has enforcement powers, the National Information Governance Board (NIGB) advises the Secretary of State on the use of medical data and monitors its use and transfer but has no enforcement powers and each organisation holding medical data must have a nominated person as the data controller or Caldicott Guardian. The Care Quality Commission in England has enforcement powers on NHS bodies if they fail information governance processes.
This enormous quantity of electronic data, recording medical care from cradle to grave for millions of citizens of the UK is the richest source of medical information in the world and there is a huge interest in the use of that data for research purposes for the public good.

One of the largest interests and certainly the most powerful come from the pharmaceutical industry. Government, NHS managers and commissioners as well as academics all want access to this treasure trove of data as well. This has led to a struggle on behalf of the medical profession and civil liberty groups to ensure that identifiable data is not taken or used without patient consent. The BMA fought a long and bitter battle with Connecting for Health in order to gain the “consent to view” model included into the English medical record spine. Wales has taken a more conservative and correct course of developing their system and incorporated this facility from the beginning.

Pressures from legitimate research can leave difficult decisions for doctors and especially GPs who are usually the data controllers of their patients’ records. Local Research Ethics committees will impose conditions on researchers who want access to data and when practices are approached by researchers they need to clarify if the project has research ethics approval and the exact status of the research before they consider whether they should participate.
Consent

The cornerstone of the release of identifiable medical data is consent. In very simplistic terms, if the patient has not consented then the data should usually not be released. The exceptions are when a public interest test is applicable and doctors should refer to GMC and BMA guidance for help or ring the BMA Medical Ethics department. (020738362860). Short booklet toolkits on confidentiality and also consent are available from the ethics department of the BMA as a service for members. 
Consent is, of course, more complex than this and the patient needs to have enough information to enable them to make a sound judgement. Factors to be taken into account include mental competence, age and the level of potential harm from improper use of the data. Again if in doubt doctors should refer to GMC or BMA guidance.

The Ethics and Confidentiality subcommittee (ECC) of the NIGB considers applications from researchers and government departments to set aside the common law duty of confidentiality and allow the disclosure of identifiable data without consent. This is a legal process enshrined in the Health and Social Care Act (Section 251).
Doctors should be very wary of the release of identifiable data outside the recognised clinical team without full written or recorded verbal consent unless Section 251 cover has been granted.

Presumed Consent

This can be an area fraught with difficulty. Consent can be presumed sometimes, for instance when making a referral to a consultant one can assume that the patient will be expecting the relevant medical history to be passed on in the referral letter , detailed and written consent is not necessary in this instance. Similarly, although debateable, if a patient has applied for a benefit (social security or insurance cover) then it could be presumed that the patient had consented to the release of their relevant data.  Insurance companies and solicitors usually send written consent with the request for information but whether the consequences of the consent gained is clearly and fully explained is uncertain. If especially sensitive data is to be passed on it might be safer for the GP to check with the patient again to confirm that they understand to what they have consented.
One cannot presume consent on the basis of a possible benefit about which the patient has not been consulted, e.g. having a specialist nurse from an outside organisation check through the record database for possible candidates for “extra treatment”.

Identifiable Data

Obviously this includes name and address but the ECC also considers NHS number, date of birth, postcode and gender to be identifiable even without the name and address. Even date of birth and postcode can in some cases lead to identification. Medical data, even if Read coded in association with postcode can lead to identification in rare conditions.

These data are required by researchers to assist linkage to other databases for verification purposes and also to test against the deprivation scores which are based on postcode. It is legitimate to request them for proper research but the correct checks and balances must be in place before release.
The clinical team

In general practice this generally means all the people working in the clinical or administrative care of the patients registered with the practice. Some practices restrict the access of some members of the staff to various aspects of data but this is not consistent throughout Wales. Definitely not included would be research assistants, specialist nurses working with the drug industry and specialist nurses working with companies contracted by the LHB. This could be a contentious area but they would not be considered to be part of the clinical team by the ECC members. 
Although not members of the clinical team the LHB medical director, GMC appointees to investigate poor practice and this will also include National Clinical Assessment service (NCAS) are generally considered to have a public interest role.

This is a very complex area, legally, ethically and in practice. Whenever in doubt consult either the GMC (gmc-uk.org) or the BMA ethics department (bma.org.uk and follow links through medical ethics) where there is a paper entitled “Confidentiality and disclosure of information to PCTs/LHBs in a primary care setting 2007” specifically about release of data to LHBs and PCTs  or contact your defence union .
Dr. Anthony Calland
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